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Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(¢), Pulse Telecom LLC hereby submits its
Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your

attention to this matter.

Respectfully submitted

Pulse Telecom LLC

Enclosures
ce: Cosmin Schenk
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Annual 47 C.F.R, § 64.200%(e) CPNI Certification

EB Docket 06-36

Pulse Telecom L1.C has not taken any actions (proceedings instituted or petitions
filed by a company at either state commissions, the court system, or at the Commission
against data brokers) against data brokers in the past year. Companies must report on any
information that they have with respect to the processes pretexters are using to attempt to
access CPNI1, and what steps companies are taking to protect CPNIL

Pulse Telecom LIC has not received any customer complaints in the past year
concerning the unauthorized release of CPNI (number of customer complaints a company
has received related to unauthorized access to CPNI, or unauthorized disclosure of CPNI,
broken down by category or complaint, e.g., instances of improper access by employees,
instances of improper disclosure to individuals not authorized to receive the information,
or instances of improper access to online information by individuals not authorized to
view the information).

Signed(ﬁ@&%"gﬂ(ﬁ O/olllo

Cosmin Schenk, Director

FCC Annual Filing
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I, Cosmin Schenk, Director of Pulse Telecom LLC, certify that I am an officer of the
company named above, and acting as an agent of the company, that | have personat
knowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission’s CPNI rules. See 47 C.F.R § 64.2001 ef seq.

Attached to this certification as Exhibit “A” is an accompanying statement explaining
how Pulse Telecom LLC’s procedures ensure that the company is in compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission’s rules,

- ) &
CM‘ CYvlho

Name: Cosmin Schenk
Title: Director

FCC Annual Filing
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Exhibit A

Pulse Telecom LLC

Compliance Requirements



PULSE TELECOM LLC
1451 W. CYPRESS CREEK RCAD
SUITE 300
FT. LAUDERDALE, FL 33309

Exhibit A

Compliance Requirements

Putse Telecom LLG ("Company™ maintains the following cperating procetures 10 ensure compliance with the
requirements set forth in Section 84,2001 et sedq, of the Commission’s rules,

Soction 64,2005 Use of ousiomer proprictary network information without pustomer
approvel

(&3 Any telecommunioations cardier may wso, disvloss, or permit acc&ss to CNL for th purpose of
providing or xatketing service pifaings among the catepordes of service G, Toool, intarexchange, and
CHRE) 1o which the castomer already sobseribes feora the sese cantler, without costomer apyrovad,

(1) ¥ e ieleoommnnivations cander provides diffuent catogories of servics, end a customer
subsibes fo more fhan ope cafepory of service offered by the varder, the carrier i pormitted to share
CPFRI arnong fhe carrice”s affiliated entitfes that provide & service offbring 1o the customer.

() ¥ o telecommunications camier provides dlffosent categories of sertice, but a casiomer does
1ot subsoribe to move ther ong offering by fhe catrier, the cander & not pemnified to share CPNI with s
affiliates, exoept ae provided In §64.2007 ()

- ) Atelevommonicationy oarler rosy not wse, disclose, o permit spvess o CFNI o skt to a
chsiomer sorvice eiferings thet are whldn a cavsory of servics to which the subseriber Joes not alundy
sobuoxibe from thet cerler, untess that carrier Bas customer spprovel 1 do so, except as deseribed
paxaraph{c]) of this seetion, .

{13 A wireless provider may use, disolose, or pesmitucoess to CEMNG, derlved fom its provision of

, without custormer approval, by tkgg;o&fiﬂon of PR und iofoxmetion serviee(s). A wireline carrler

may uee, Hsclose or pormit movess to desbved from it peovisipn of loedd exchangs strvics.or

Interexcirngs servios, Witheut custorner approvel, for the provision of CPE and call answerlng, volce maft
ot meseaging, volies stotage and vetdeval serviovs, S store and forwand, sed protoco] conversion,

(23 A telecommmunioationy carier may not vuse, Hudlose, o pernit access fo CFNI e idenfify or
frack custoroers that ol efiop service providers. For exaspls, o fowat exchange currler may nof use
toosd soevics CPIT 0 track s} customsers fhat ool logad servive competitons,

) Atlesomommications canler rawy tse, disoioss, of penmit atosss to CPH, without custorner
approvad, an described in this paragraph (o).

{1 Atslecommmnications oaTist may uge, disclose, or peimit access to QPN without cvstomey
approval, In ity provision of inside witing bistelfation, maintenance, and repair services.

) CMRE providers may use, disclose, or permit sovess to CRNY for the purpose of conducting
vesoarch on the health effects of MRS,

it



(3) LRCs, CMRS providers, and interctnnectsd VolP providers nuay use CFNL, withowt austomer

 approval, to market services formerly known s adjunet-to-basic services, suoh as, but not Yimited 0, speed

dialing, computer-provided dirsctory assistance, call monfioring, call tracing, call blocking, call retarn,
repeat diating, call tracking, call waitlng, caller 1D, ¢all forwarding, and certubn Centrex foaluwes.

{d} A telecommunications carrler may use, disclose, or peumit aceess to CPNT to profect the rights
or propexty of the carrler, or 1o protect weers of those services and other oucrlers fom fraudulont, abusive, or

unlawil] use of, o subscription to, Such servives.

Fhre Comnpary has adopied specific CPNY polictes to ensitre that, I fie absente of customer approval,
CENY is only wsed by fhe Compny fo provide or vumrlet service gfferings unong the cotegories of
service (he, Iocal, imferexchange, and CBIRSY to which the custower already subsoribes. The
Company's CONT policles proiiibit the shaving of CENF with offiliated compantes, except us periitnd
wider Rule 64.2005(a) (B or with customer approval parsivant fv Rule 64.2007(8). The only excoptions
fo these peticles are ox permitted wnder 47 DWS.C. § 222(8 and Rule 64,2003,

Seetion 64,2007 Approval reqaived for use of castomer proprietary network information.

(2) A tekcomnmnications oatrier may obt@in approvel through weitten, ossl or elestronle
methods,

(1) A selecommunications caerier relying on ora} approval shall bear the burden of demonsivating
that'such approval bes been given in compliance with the Commassion®s rules in this part.

{2} Approval or disepproval to use, disclose, of parmit access to a customer’s CPNI obrained by &
telocommpnications careler voust remaln in effect until the customer revokes or lmils such approval or
disapproval.

(3 A telecommunications carrier must mainizin records of wpproval, whether oral, written or
slectromic, for at Jeast one Year,

Ir ol circranstances where customer approvel Is reguired fo wye, disclose or perrit access to CENY, the
Company's CPNI policles reguire it the Company obtain customer approval throwgh written, oral or
elzcirorde methods in comptimee with Rule $4.2007, 4 customer’s approval or disapprovel revaing in
effert until the eistemer revokes or limits the approval or disapproval, The Company mabdtays records
of customer approval (hether written, oral or electronich for @ winfuenm of one pear,

by Use of Opt-Out and Opt-In Approval Provesses, A telecomumunications carrier may, subject
10 opt-out approval or optin approval, use its customer’s Individaally idensifieble CPNI for the purpose of
matkeling communioationswelated services to that custamer, A tclecormunnivations carriey may, subject to
opi-out approval of opt-ln approvel, disclose its customer’s individually identifiable CPN, Sor the purpose
of marketing commurdeationy-related services {0 Sat customer, to its agents and s affilfates thet provids
vormmumications-related services. A, felecommunioations omrier may also permit suck person or entities to
obtein acoess to such CPNY for such purposes, Egcept for use and disclosure of CPNI that s permitted
without customer approval under section §64.2005, or fhat i3 degoribed in this prragraph, or as otherwise
provided in section 222 of e Commmpdoations Act of 1034, as amended, v ielecommunications cwrisy

may only use, disvlose, or permit accass to #s customer's individually identifiable CPNI subject to opt-in
approval,

The Company does not nse CPNI for any purpore (nelading markeling commurications.related
serviees) antl does not disclose oy graxt aeeass tp CENY to auy party (including to agents or affiliates that

provide commmpicailpns-reluted serviees), exceptl as pereiited ander 47 US.C. § 22700) and Rule
84,2005,



Section 64.2008 Notiee required Yor use of customer proprictary network information.

(&)  Notification, Gepercily. (1) Pror to amy soficliation for customer approval, a
telecornbaunications arier rust provide notifioaiion to the customer of the customer's ¥ight to restrict vse
of, disclose of, and acoess to that customer®s CPNL

{2) A telecommunications carsier must maintain :ecords of notification, whether oral, wriiten or

ElGEHonIc, ToF 4¢ [5a5t one veat.

) Individual notice to customers nrust be provided when soliciting approval to use, discloge, or
permit access to customers” CPNL

(&) Content of Notice. Customer notifivation must provide sufficient information to enuble the
customer fo make an informed decision as o whether to permit a canier to ute, disclote, or permit access
to, the customer”s CPNIL

£1) The notification woust state that %e eostorner hes & tight, and the cariler has & duty, under
federal law, 1o protect tae confidentiality of CFNL

{2} The notification must specily the types of Informetion that constitie CPNI and the speckfic
~ entities that will receive the CPNT, describe the parposes Sor which CPNT will be wsed, and informs the
gustomer of his or her zight to disapprove those uses, and deny or withdraw access to CPNI at any thme.

(3} The notification must advise the custoner of the precise stops the customer rmst take in order
fo gramt or deny eccass o CPNY, and must olearly state that & denial of approval will not affect the
provision of any services o which the cusfommer subswibes, However, cardders mey provide a brief

statement, In & clear and neutval Janguuge, deseriling consequences directly resuling fiom the lack of
aocesy o CPNT,

4 The notification must be comprehensible and ranst not be wisleading.

(5 If written notification Is provided, fhe notfee mmst be cleaddy Jegible, use sefficiently large
£ype, and be placed I en ares 50 a5 to be readily apparent 16 4 ¢ogiomer.

{63 If any vortion of & notification iz frénsiated into another language, then all portions of the
nofification must be translated into that langvage.

() A carrier may stats in the notification that the customer's approval fo vse CPNE may enhance
the carrier’s ability to offer products and services tailored to the custonaer™s needs, & cartler also may state

inthe notification that it may be compallad ta disclose CPNL 1o amypesson npon afffeautive written request

by the customer,

(8) A carrler may not include {n the notification any statement attempiing 1o encourage a customer
to frgeze third-party secess to CPNE.

{9} The notffication must state that any spproval, or demial of approval for the wse of CPNI
outstde of the servics to which the customer slroady subscribes Som that carvier Is vaiid vl the customer
affitmatively revokes or Fmits such approval or derdal,

{16) A wlcommunications omrle’s solieitation for wpprovel must be proximete to the
votification of a custoraer’s CPMNT tights.

The Company's CPNT poiicies requive that customers be notified of heir rights, and the Comperny's
obligations, with respect to CPNT prior to any soliciiation for custenier approval. Alt required custorner
wotlees (whether wiitten, oral or elevtrople) comply with the requivemerds of Ruly 64.2088. The
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Corpany malutains records of el reguired customer notlces (whelher written, ora¥ or efeotronic} for ¢
peininum of one year.

(d) Notice Reguirements Specific to Opt-Cut. A tlecommunications cxoler must provide
notification to obtain opt-out spproval ihrough <leowonic or written methods, but not by oral
comuminication {exoept as provided in paragraph (f of this seotion) The contents of any such notification
mnst comply with fhe requirements of pategraph (2) of this section.

(1} Carriers mnst wait a 30-day minimuss pexod of thne sfier ghving custonmers notice and ag
opporiunity to opt-out before assnming customer approval to use, disclose, or pernit socsss to CPNL A
carrier nrey, dn U disoretion, provide for a longer peried, Cortlers must notify sustorners a8 to the
applicable waiting period for a response bafore approval s sssumed.

{1} Tn the vase ofan sloctronle form of nuﬁﬁeaﬁm, he waiting period shall begin 1o yon from the
dafe on which the nofification was sent; and

(i) Io the cuse of potifioation by mail, the waiting period shall begin to run on the third day
following the date thet the potification was mailed.

(2) Carders using the opt-out mechanism must provide notices o thely costomers every two
years, :

(3) Telecommmuaicaiions carrlers that use e-mail to provide opt-out notices must comply with the
following requisemnents in additfon to the vequirements generally applivable to notification:

(i) Chanriers anst obtain express, verifiable, prior approval from consumers to send potices via ¢-
mail regarding their service in general, or CPNL in particuiar;

() Carrlors must allow customers 1o Teply direetly (o eamalls contaiming CPNI notices I order to
optout;

(8D Optout e-muail notices that ave’ retmned 10 the carrfer as wndeliverable yaust be sent to the
«oustomer in another form beforg carviors may oonslider the cusfomer to have received notise;

{iv) Carrlers that nse e-moall to send CPNE notices must ensure that the sobjest Thue of the message
cleaxly end acourately identifies the subject watter of'the g-mail; nad

() Telecommunications catriers must wale availeble 10 dvery sustomer 2 method to opt-out thai
is of no additivnal cost to the customesr and that is availzble 24 hows a day, seven days a week, Cuniers
ey satisfy this requiternent through » combination of methods, so long s &fl onstemers have the ability to
opt-out ot no cost and sre able to effortunte thet choive whenever ey choose,

The Conmpury does not currenily soliolt Yopf oni” customer approval for e use or disolosure of CPNI,
The Company dows not use CPNI for any puwrpose (nelnding marketing conununicwtlons-reluted
setvices} and does not disclose or gravt aceess fo CPNI to any parly (ncliding to agents or affillates that

provide constiunications-reieted services), except as permitted uvder 47 USC § 222(d) and Rule
62,2005,

{g) Notice Reguirements Specific to OptIn. A telecommuwniontions canier may provide
sotiffcation fo obtaln opt-in epproval through orel, wiltten, or electronic methods. The conterts of any stch
notifloation must comply with the requirements of paragtaph (¢} of this section,

The Comyparny does not chivrently Sollclt "opt i customer approval for the ase or disclasure of CPNE,
The Company does nat use, disclase or grant qocess to CENI for ey purpose. {o any pavly or in any
muavner that woukd reguire a custownar's "opt in® approvel under the Corpnission's CPNI Rules,

mrmEntt



{5y Motioe Reguivements Speoific to One-Time Use of CENL (1) Carrers may use oral notice to
obtain Bmited, one-tie vse of CENY for inbound and owbound customer telephone contacts for the

duration-of the call, regardless of whether carrlers use opt-out or oppdn approvel based on the pature of the
contact.

{2 The contents of any such notification must comply with the requirensents of paragraph (¢) of
thig section, except that telecommunicetions carviers ey omit any of the following notice provisions Enot

Tolevant (o The Hmiied G5 10T W e TG DHarrier Seeks GPNE

Gy Carriers need not advise oostomers that if they have opted-out previously, no aetion is needed
10 miintain the optout election;

(i} Carriers need not advise customers that they mey share CPNI with thelr aifilintos or third
perfies and need not name those entitias, If the Hnited CPNT usage will not reslt In uee by, or disclosure
te, an affiliate or third party;

{ii}} Carriers need not discloge the means by which 2 customer can dony or withdraw fole actess

to CPN, so Iong es carrfers explain to oustomers that the scope of the approval the cartder secks Is Himited
to oue-tivae uss; and

{v) Cerriers may omit disclosure of the precise steps & cvstorner must take In order %o grant or

denty mocess fo CPNT, as long as the catrler clearly communioates that the customer can deny access to his
CPNY for the call.

In Instances where e Company secks one-thine custonier approval for the use o disclosure of CENI,

the Compmny obtaiirs such appraval in gccordaree with e disclosures, mefhods ang regulrements
contained tn Rule 2003(6,

Section 64,2009 Safegnards required for use of enstomer proprietavy vetwark information.

{a} Telecomuuioations carviers must fmplement 4 svstem by which the stats of 2 customer™s
LIPNT approval ean be slearly sstablished prior to the use of CEML

The Company’s billing systene aliows avthorized compasy porsonnel to casily deterudne fhe stdius of «
custorner’s CPINT approvel on fhe custamer aocorrt sorecst prior 1o the use or disclosure af CPNL

{b) Telscorormvonivetions carriers st traln their persormel as to whanh they are and are not
authorized to use CPINY, and carriers must Tave an express dsciphinary procesy in place,

The Cowmpuny has establshed CPNI compBence polisler Hiat Include enployee training on restrictions
or the use and dlsclosure of CPNT and required safepuards fo profect ageinst unanthorked use or

disglosare of CPNIL. Employees anderstand the CPNI policies and ¢ violation of those pelicies will
resull tn diveipiinary action

{c) AN carlers shall maintain a record, electrondonlty or In some ofher manner, of thek own snd
thelr affilintos’ sules and marketing osmypalgns fet use thelr customers” CPNE, Ald carriers hall mainiain 2
rooord of all mstances whers CPNI was disclosed o provided w thivd pariies, or where third partiss were
allowed acoess 1o CPNL. The record must include & desoription of cach campaign, the specific TP thas

veas used in the campaign, and what produscts and services were offered as a part of the campalgn, Cursiers

shall retafn the record for » mindraum of one yesr,

The Company’s CPNI policles regriire it all seles and murketing cumpuigns fnclading those ntifiging
CPNT be recorded and kept on file for at least sne pesr. Kecords gre also maintained for disciosyre or
aveess fo CPNI by third parties. The records includs ihe regutired infornueton Hsted in Rule 64.200%(c).

R



{th Telecommunications omzlers must esteblish u supervisory review process reperding carrier
compliance with the rales In fhis subpart for cub-boumd rearketing sinumtions and maintain records of canrder
compliancs for a minimum perlod of onk year. Speoifically, sales personnel vst obtain supervisory
approvel of any proposed out-hound marketing request for oustornex approval.

??w Company’s CPNE policles require employecs te obtaln appreval from the Company’s CPNF

Teer for ol marketing compaters, inclvding those wtilizing CPNL prior 1o inilinging that

eampaign. Recovd of the markering campalgns, along with the approprivie supervisory approval is
srpintatned for af deast one pean.

(&) A wlecommunivations carrier rnst have an officer, a8 an agent of the carrier, sign and e
witly the Commission a compHance certificate on an annual basls, The officer must state In the certification,
that ke or she has pemonal knowledge that the company has established opersting procedures that are
adeguate 10 ensure complisnce with the rules i this subpart. The camier must provide a statement
accompanyiog he coriificete explaining how ifs operating procedures epswre thet it s or is not in
compiiance with the rules in this subpwt. In addition, the canler must include an explenation of any
actions taken apaist data beokers end o sugimary of all costomer complaipis recefved in the past year
conoeming the unauthorized release of CPNL  This Sllng rovst Le made annvally with the Enforcement
Burean on of before Madh | in BB Docket Mo, 06-34, for data pertaining to the previous calendar year,

The required ufficer ce}zgﬂemor:, actlipus raken apuinst datn brokers and swmmmy of costowmer
complpint documents are inclnded with thie gecompanying staterpent.  The Company will file fhese
docrments on en avwimal busis ov: or bafore March 1 Jor dati pertaining ta the previous culendur year:

{fy Carriers must provide wreltten notfos within flve business days to the Comunission of any

nstanoe where the opt-out mechanisms do not work properly, 1o such a dogree that consamers” mability to
opt-out is more than an anomaly.

(1) The notice shall be ko the form of'a letter, and shall Bclude the carrier’s name, & description of
the opt-out meohanism{s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whetber the yelevant state sommission(s) has boent notified and Whether ¥ has talen any
action, & copy of fhe notics provided to customers, and contect information.

{2) Such notioe most be sebmitied even if the carter offees other methods by which consuruers
may optout.

Tive Campuny does woel carrenily soliclt “opt out” custorner agprovel for the use or diselosure of CPNL
Bection 64.2010 Bafogoards on the diselosure of vastomer progrietary nebwork information.

@) Safeguarding CPNI. Telecommunications carriers must take yeasonable mensures to discover
and protect epainst attempis fo gain weanthovized acoess tp CFNL  Telescommmmnications carriers must

propetly sothestioate a customer prior vo disclosing CPNI based on customer-inittated telophone contast;
online account aceess, or an m-store visit,

The Company’s CENY policies and employee fraining incinde reasonable weaswves o discover and
Drofect apainst aotivily That is indicative of protexfing and employees are instestcted to notify the CPNI
Compliance Qfficer [f any such activity Is suspecied.

(b) Telephone mcess to CPNI. Telecominunications carciers may only diselose call detail
information over the telephose, besed on customer-initieted telephone contact, if the customer first
provides the carrier with a password, a3 described in paragraph () of thiz sselion, that Is not prompted by
the cander asking for readily svailable bographical information, or zocount Information, If the customer
does not provide a password, the telecomunicaitons carrler may only diselose calt dotail information by
sending it to the eustomer’s address of record, o, by calling the customer at the telephone nurber of
record. 1€ the castorner I3 abls to provide ol detall Information to the telecomumunications catrler diring a



customer-initiated call without the felecommunicutions carrier™s assistance, then the telecommunications
carrder s penmitted to diseuss the catl detall information provided by Gie customet

The Company's CPNI policies ensicre thet a eustomer i only able io aecess el detell information over
the welephone in one of the ways Usted In Rule 64200000, I the cusiomer cannot remember dheir
password, ihey zre prompiod o answer ¢ securlly guesfion. Nelther the pessword nor the securly
guostior. are based on readily available biographicel information or account informatlon,  Customer

service repreSeniatives gre wnstritoted io ayihenticate onstomers over the telephone i olf fnstavoes except

¥ the case where the customer provides the call detgil infermarion withowt the assistence of the
Conpany. ’

(&Y Onlivg avgess to CPNE A tolecommunicstions catrler must aothenticate g custorner without
the use of yeadily availeble biographical information, or ascount information, prior to allowing the
custorner online acosss fo CPNI related to 2 tslecommunications serviess account, Onee suthenticated, the
cistomer may only obtain online aceess to CPNE related 1o a telecommimingtions service acoount throngh &

password, as described in parapeaph £ of this sectlon, that is not prompted by the carrier asking for readily

available blographical information, or avooant information.

The Company’s customers have access tp their aecovnt online upon entry of an access code which Is
tinked to readily aviilable account informarion.
{d) In-Store aeeess to CPNL A twelecommunications eartier muy disclose CPNE 0 8 onstomer
who, st a cartior’s wwiakl location, frst presents to the telecommumications ctrrier ov its agent a valid photo
ID maiching the custornes’s account information.

The Company does not kave a retait location,

(&} Establishmert of o Password and Buck-up duthentication Methods for Lost or Forgotten
Passwords. To establish 2 password, 2 telecommrmications carrier must authenticate the customer without
the use of readily available biographioal Inforsmtion, or actaunt information. Telecopsmunications carelers
may create B back-up customer anthentication method In the event of 2 lost or foergotten password, bul such
broleup customer anthontication method may not prompt the customer for readily available bisgrephical
dnformation, or accomnt information, Jf & customer carmot provide the cowset password or the correst

tesponse for the back-up customer anthentiontion method, the customer minst estublish 2 new password ag
described in this paragraph.

The Company’s CPNI policles alfow for o few waps fo esteblish & pussword, all of which ensurc
compliance with the above paragroph. Bach meifiod alve allows fhe customer te establish &~~~
Security qrestion In the event that they forgef thelr password, In wo event does the Company use read?y
wvadlable Dlographical liformallon OF aeount information as o back-up question or a8 @ means 19
esteblish o password ar anthentlenle e custorner.

() Notificarion of gocownt changes. Telacommunicafions carrlers poest potify customers
immedistely whenever & password, customer response to & back-up means of suthentication for Jost or
forgotien passwords, online ascount, oy address of record is created oF changed. This notification Is not
veguired when the customer inflates service, nolnding the selection of a passwond 28 service indthation.
This notification, may be through a carrier-oripineted volcemall or text message to the wlephons mumber of

record, or by mail 1o the address of record, snd must not revent the changed nforrmation or be sent to the
new acerunt information.

The Company’s bRling system generates i nodlficution letter when any of the fields lsted in Rule
G4.2010(f} is created or changed. The Company tmmedintely woils out the notificadion to the address of

vecord {Rever ¢ new address) when required by Rule 64,2010(f). The conterst of the notification comples
with the requivernenls of Rule 64.20100).

not
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(&) Pusiness Customer Fxemption. Telecomsmunications cmriers may bind themgelves
contracteally to authentiontion regimes other thun those deseribed In this seotfon for services they provide
to their business customer that have both 2 dedicated account representative and & conract that spesiffcelly
sddresses the canders’ protection of CPIL

The Company does not utilize the bustnass oustomer exception af ihis thme.

Section 64.2013 MNotifieation of castomer proprietary nefwork mmfbrmafion scourlty
breaches,

{2) A telecopmunioations carzier shali notify law enforcement of a breach of s customers® CPNI
as provided in this section. The carcler shall not notlfy Its customiers or disclose the breach publiely,
whether volupteeily or under state or local law or these rulss, until it hag completed the process of notifying
Taw enforcement purstent fo paragreph (b).

{by As soon a5 practicable, and In no event Jeter than soven (7) business days, afior reasonable
determinetion of the breach, the selecommunications carler shall elestronically notify the United States
Beoret Service (USSS) and the Federa] Burean of Investigation (FEI) throngh e central reporting facility.
The Commission Wil matntain & Yink to the reporting faoility ot hitofwwwrfos.gov/eblonnd,

(1) Notwithstanding any stafe law to the contrary, the carrler shall net notify customers or
disclose the breach to the 'public untll 7 il business days have passed after notification to the USES and
the FBI except zs provided In paragrapbs {2) and (3},

£2) I the carrier believes that theve is an extzaordluarily urgent need to notify any class of affecind
susicners sooner than ofherwise allowed under paragraph (1), @ order to avold fmmediate apd inepareble
hair, 3 shall so indicate ta it pofification and my proceed to immedistely notify its affecfed mustomers
only after consultation with the refevant Investigating agency, The carrier shall copperate with the relevant
investigeting agency®s reguest to mintinize any adverss affects of sach custorser notifeation,

(3 H the relovant Tuvestigeting egency determines that the public discloswre or notlee fo
soustorners would fmpede or comprorise an ohgolng or potential oviminal investigation or national secarity,
such ggspey may direct the carrier not o 3o discloge or notfy for an jnitial period of ny 1o 30 days. Such
period mey be extonded by the agency o9 ressonable necessary in the Judgment of the ngency, If such
direction is given, the agency shall notify the cander when it appears that public disclosure or motice to
affected customars will 1o longer impede of compromise a erimimal investigation. or national seourity. The
agency shall provide jn writing lte fnitial divection 1o the cander, any subseguent extenwion, and any
rotificetion that notice will no longer mpeds or compramise a oriminel investigation or natjonal security

andd sucl writlogs shall be contemporaneously logaed on the swine reporting facility that contalng records of
notifications filed by cerelers. '

(&3 Recordiwaping, Al corrlers shall maintain » record, electronicaily or in some other menner, of
any broaches discovered, noflfication made to the USSS and the EBI pursuant to paragraph (b), and
notification made to customers. The record must clude, if avallable, dates of discovery and notification, o
detailed dosoription of the CPRY thet was the subject of the breach, end the clrcunistances of the breach.
Cetviers shall retain the record for a mindmum of 2 years.

The Compuny has policies und procedures It plzes to ensire complinnoe with Rule 64,2011, When ¥ Is
rewsonably determined that o breach has occarred, the CENI Cowmplionce Officer will notlfy faw
enforcement and Wy cusiowner In the required timefromes, A recerd of the breacl: wil be muimtwined for
o pinimum of o yesrs and witl Inclede ol information  reguived By Rude 842011



